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Secure Web Gateway
Securing access to the web — from anywhere
As small and mid-sized businesses embrace the opportunities of the cloud 
and Internet they must also address the cybersecurity risks inherent in digital 
transformation. Cloud-based applications and other Internet-based services 
open up channels of communication to and from the corporate network that 
make businesses vulnerable to cyberthreats and the loss of critical data. 

For small and mid-sized businesses without the dedicated IT and security 
resources of larger enterprises, Comodo Cybersecurity offers Comodo Secure 
Web Gateway. A 100% cloud-delivered service, Comodo Secure Web Gateway 
protects businesses from the full range of web-borne cyberthreats—known 
and unknown—without any IT footprint or security staff.

Balancing security and usability 
Given the pace at which cyberthreats evolve, it is simply not possible 
to detect and stop every threat that enters the network before it does 
its damage. In the time it takes to recognize and respond to a novel 
threat, critical systems and information can be compromised. Comodo 
Cybersecurity assumes all unknown files to be risky until proven 
otherwise. We wrap all unknown files in a container, placing them in 
an isolated environment while they undergo a security analysis. This 
containment enables business users to continue working with a file in 
parallel to its analysis—thus security does not hinder the business. 

  At-a-glance 
• Secure web access for 

small and mid-sized 
businesses – from 
anywhere 

• Enterprise-class security 
with zero IT footprint or 
security staff 

• The perfect balance of 
security and usability 
through patent-pending 
threat containment and 
analysis 

• Unmatched visibility into 
threat activity worldwide 
via intelligence 
gathered from 85 
million endpoints under 
Comodo’s management 
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Containment 
technology

Fast & easy 
setup

Granular
controls

Valkyrie 
Valkyrie—Comodo Cybersecurity’s threat analysis engine—is the only 
platform in the world to deliver a 100% trusted verdict on all unknown 
files, classifying them as known good or known bad.  Valkyrie Verdict 
provides real time visibility into what’s happening across your whole 
network by leaving no files unchecked. 100% of all files that are not 
classified are analyzed at lightning speed, then moved to either a 
known good and known bad state. No other endpoint vendor provides 
100% visibility into the customer’s network (as assumption-based 
verdicting doesn’t know about undetected files).
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Policy enforcement and visibility

Define groups by user, department, location and mobility for granular policy management and visibility; easy 
integration with Active Directory.

URL and content filtering

Filter content based on 60+ categories, create custom blacklists and whitelists, enforce safe search, enable 
country-based blocking and hash-based blocking.

File-type control

Block content by true file-type, hash, source and category.

Advanced threat protection

Protect your business from all web-borne threats including phishing attacks, malware, botnets, C&C callbacks, 
spyware, drive-by downloads, XSS-injection, cookie stealing, anonymizers and encrypted files.

Containment and analysis of unknown applications

Contain and analyze all unknown executables to eliminate attacks without slowing down your business.

SSL inspection

Fully inspect encrypted web traffic.

Real-time, fully customizable reporting

Gain visibility into Internet activity by user, group, device and location through easy-to-build custom reports.

Traffic forwarding

Forward traffic using a simple agent, proxy chaining, ICAP or direct proxy/PAC. 

Multi-office, multi-location and mobile user protection

Protect all of your users and offices regardless of location.

24x7 email support 
Access Comodo Cybersecurity support whenever you need it.
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Visit cdome.comodo.com for more information and contact                        
at                                                                                               to schedule a product demo with an engineer.

About Comodo

In a world where preventing all cyberattacks is impossible, Comodo Cybersecurity delivers an innovative cybersecurity platform that renders threats 
useless, across the LAN, web and cloud. The Comodo Cybersecurity platform enables customers to protect their systems and data against even 
military-grade threats, including zero-day attacks. Based in Clifton, New Jersey, Comodo Cybersecurity has a 20-year history of protecting the most 
sensitive data for both businesses and consumers globally.

For additional information on Comodo Cybersecurity visit  www.comodo.com

Features
Comodo’s Secure Web Gateway provides enterprise-class security to small and mid-sized businesses through a unique set of features:
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